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Introduction 

In my previous two articles: “ThingsChain (TIC) – Initial Outlook” (dated August 19, 2018) and “ThingsChain (TIC) - Team 
Interviews” (dated September 10, 2018), I have written an overview of ThingsChain and interviewed company founders.  

In Part I of this two-part article, I will concentrate on TIC’s technology foundation that it shares with several other IoT 
companies. In Part II, I will delve into TIC-specific inventions (“secret sauce”). ThingsChain is striving to be the de-facto 
backbone behind the emerging m2m (machine-to-machine) economy of the IoT (Internet of Things).  

Even though understanding crypto technology might seem daunting at first, please read on – it is not that difficult. I tried 
to make sure that every concept described below makes perfect sense and is easy to understand. 

 

DAG and Tangle 

The architecture that powers ThingsChain’s technology uses a variation of two established concepts – DAG (Directed 
Acyclic Graph) and Tangle. Tangle is a DAG data structure that holds and confirms transactions in a pre-determined way, 
which is perfect for the crypto market.  
 
The first company to apply the DAG structure to a crypto token was NXT. Since then several companies (e.g. Byteball, 
IOTA, IOT Chain and TIC) have adopted DAG and Tangle into their crypto architecture. Every DAG features two 
properties:  

1. Directed - each edge (line with arrow) has an origin and a destination: 
 

 
 

2. Acyclic - there is no way to start at a vertex (blue circle) and end up at the same vertex by traversing edges: 
 

        

Each transaction is represented as a vertex in the graph. When a new transaction joins the tangle, it chooses two 
previous transactions to approve, adding two new edges to the graph. In the example above, transaction D approves 
transactions C and B. Transactions represent information like “Kathy gave Jimmy 1,000 TIC tokens”.  
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DAGs utilize topological ordering and are used to model situations where one element must come before another, like 
this one: 

 

 
There are several components in every DAG, such as: 

�x Sources - vertices with no incoming edges (e.g. Underwear and Socks) 
�x Sinks - vertices with no outgoing edges (e.g. Shoes and Belt) 
�x In-degree - the number of incoming edges of a node 
�x Out-degree - the number of outgoing edges of a node 

Tangle is one of the most promising architectures for IoT on blockchain today. 
 

Transaction Rates & Latency 

Not all transactions are evenly spread out across time in a Tangle - some periods are “busier” than others. To model for 
such randomness, a process called Poisson Point is used. Poisson Point is commonly utilized to analyze how customers 
walk into a store or how phone calls are made to a call center. As can be seen from the chart below, transactions B and C 
arrived almost simultaneously, while D arrived after a pause. 
 

 

 
By modeling with the Poisson Point process, tangle can experience real-world scenarios of incoming IoT traffic and 
measure realistic transaction rates and latencies. 
 

Cumulative Weights & Random Walk 

In a tangle, the approval of transactions in a random (“unweighted”) fashion would create some “lazy” vertices. Unlike 
with a regular vertex, it would take a “lazy” vertex much longer to approve the adjacent transactions. 

In order to remedy that issue, a cumulative weights concept was invented. The cumulative weight is calculated by 
counting how many approvers a transaction has and adding one to that sum. Both direct and indirect approvers are 
added. The importance of a transaction depends on this cumulative weight. The flow is more likely to walk towards a 
heavy transaction than a light one. 
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For example in the chart below, transaction A has a cumulative weight (CW) of four, because it has three transactions 
which approve it (C, B directly and D indirectly). 

 

 

Utilizing just the cumulative weights on their own would create a heavily biased tangle. In order to compensate for that, 
a random walk method called MCMC (Markov Chain Monte Carlo) is utilized. In a Markov Chain, each step does not 
depend on the previous one but follows pre-programmed rules. Thus, a combination of cumulative weights + MCMC 
produces the smoothest flow throughout the tangle. 

 

Transaction Approvers 

All transactions in a tangle are spawned from the very first transaction called the genesis transaction. No additional TIC 
tokens will be created. From the genesis, TIC tokens were transferred to the accounts of company stakeholders. 
Afterward, some of the tokens were sold to others and a trading network was eventually established. 

In a simple example shown below, Kathy must have enough TIC tokens in her account for the transaction to be 
approved, as negative balances are not allowed. 

 

 
 

Whether the transaction above is valid or not becomes apparent when someone else (let’s call him Dennis) makes his 
own payment. To be sure that Kathy’s transaction can be approved, the tangle would list all the transactions approved 
directly and indirectly by Kathy’s transaction, all the way back to the genesis. Such a list would look like this: 

1. Genesis creates 1,000,000 TIC 
2. Genesis gives Alan 10,000 TIC 
3. Genesis gives Kathy 500 TIC 
4. Genesis gives Evan 5,000 TIC 
5. Alan gives Kathy 500 TIC 

Dennis also has to keep track of all other accounts in the tangle to make sure they do not go below zero. If any of the 
balances in the “before” or “after” sections are negative, his transaction would not go through. 
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Double-Spend 

What would happen if Kathy tries to send more tokens than she owns? In that case, Jimmy cannot approve both of 
Alice’s transactions, because they result in a negative balance for Kathy. If Jimmy tries this, he would be breaking the 
tangle protocol and no one will approve his new transaction. 
 

 

 
This type of situation is called a double-spend because Kathy tried to spend her money twice. Technically, she did not 
break the tangle protocol, because she had enough money for each individual transaction. However, she did create 
two branches of the tangle that cannot be reconciled.  

In order to figure out which of the branches would get approved – the tangle relies on its cumulative weighted walk 
process (see Cumulative Weights & Random Walk). Eventually one of the branches will grow heavier than the other – so 
the lighter branch will get abandoned. This also means that a transaction cannot be considered to be confirmed 
immediately after it is issued (since it might have a branch that could be abandoned). In order to be sure that a 
transaction is confirmed - its confirmation confidence must be high enough. 
 

Confirmation Confidence & Consensus 

Confirmation confidence is a measure of a transaction’s level of acceptance by the rest of the tangle. It is calculated as 
follows: 

1. Run the unapproved transaction selection algorithm 100 times 
2. Count how many of those approve the transaction in question and call it X 
3. The confirmation confidence of the transaction in question is now “X%” 

In other words, the confidence of a transaction is the percentage of unapproved transactions that approve it. Not all 
unapproved transactions are considered equal (some are given more importance). Once Kathy’s transaction reaches 
some high confidence threshold (e.g. 95%), it is very unlikely that it will be pushed out of the consensus. The only way 
for Kathy to double-spend is to overpower the whole tangle network by utilizing enormous computational resources. 
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Coordinator 

Some of the tangle operators feature a concept called coordinator (temporary consensus mechanism). Every X minutes, 
a milestone transaction is issued, so all transactions approved by it are considered to have a confirmation confidence of 
100%, immediately. Using the coordinator, Kathy’s second transaction would never get approved. This acts as a 
protective mechanism until the network becomes 100% decentralized. At that point, the coordinator could be shut off 
and tangle would evolve on its own.  
 

Scalability  

Instead of bulky blocks used as transaction containers in most of existing blockchain designs, the DAG builds a graph of 
transactions which reference older transactions and thus can confirm transactions immediately when they are received 
by a node instead of having to wait for the next block. That corresponds to very fast confirmation times of transactions, 
instead of having to wait for transactions to be grouped into a block before being able to rely on their state or balance 
changes. 

DAG confirms transactions quickly as long as the DAG node already knows about the two transactions approved by this 
transaction. However, synchronizing the state between nodes seems to be a major issue for existing DAG 
implementations (e.g. IOTA currently relies on a single coordinator node and Byteball relies on 12 witness nodes). TIC’s 
technology attempts to remedy this issue my utilizing multi-layer architecture (more on that in Part II). 

Without additional technology, it is harder for typical DAG to synchronize than regular blockchain - since the blockchain 
state is modified by every block, while the DAG state is modified by every transaction. Some experts actually claim that 
blockchain is no less scalable than a DAG due to this synchronization issue. Once again, TIC’s technology is wrapped 
around regular DAG structure to synchronize in an efficient manner. The company just claimed to reach 500 million (!) 
TPS (Transactions Per Second) throughput with their technology during the latest test phase. 

 
Micropayments 

With the increasing popularity and incredible growth of most popular coins (e.g. Bitcoin and Ethereum), the number of 
transactions has increased greatly, which in turn increased the transaction fee accepted by the miners to process 
transactions. This has made the network useless when it comes to micropayments (even additional layers, such as 
bitcoin’s new lightning network would not be much help). 

On the other hand, DAG requires zero fees to perform transactions. Each DAG transaction requires validating two 
previous transactions in order to get performed. In order to validate the two previous transactions, the user’s own 
device performs proof of work based on a series of low-difficulty math problems. As each site does its own part of work 
to get added to the network, no fee is required to be extracted from the validation fee. 

 
Ternary Computers 

All modern computers use a binary system (zeros and ones) to represent data. However, there is no particular reason for 
the basic unit of information to be binary. It was simply a historical choice because of the convention. Computers can 
actually be more efficient if they are based on a different number system. More efficient number system would be 
based on number e (2.718). Thus, base three (ternary) computing is one of the most efficient ways to store numbers in 
memory, since it is closest to 2.718. 
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Ternary computers operate with three discrete states, but the digits themselves can be defined in five different ways: 

�x Unbalanced Trinary – { 0, 1, 2 } 
�x Fractional Unbalanced Trinary – { 0, 1/2, 1 } 
�x Balanced Trinary – { -1 , 0, 1 } 
�x Unknown-State Logic – { F, ?, T } 
�x Trinary Coded Binary – { T ,F ,T } 

The most promising configuration seems to be the balanced ternary with -1, 0, 1. Basically, the design for the balanced 
ternary logic relies on split rails – a negative voltage, a positive voltage and ground. Instead of bits, the ternary computer 
operates in trits. 

The only commercially viable series of ternary computers (called Setun) was built at the Moscow State University in 
1958. Setun’s developers used a balanced ternary design utilizing vacuum tubes. However, there is renewed interested 
in ternary computers with the increased popularity of IoT. Every bit of efficiency matters for IoT storage and 
communications, making ternary processors a perfect technology candidate. 

A few years ago IOTA has initiated a highly secretive ternary hardware initiative called JINN. While still in development, 
when completed it will allow IoT devices to hash using ternary hardware. Quantum computers are expected to be 
exponentially faster than both binary and ternary computers. However, quantum systems with any serious power are 
still many years away. Thus, trits might be a great intermediary step between bits and qubits, especially when utilized 
specifically for IoT. 

 
Quantum Resistance 

Digital signatures are used everywhere in our modern society. They are utilized to guarantee the authenticity and 
integrity of all secure communications. The security of popular current RSA and ECDSA algorithms relies on the difficulty 
solving of certain theoretic problems.  

It was recently showed that a quantum algorithm can be used to solve the required problems in polynomial time, 
completely breaking RSA and ECDSA. Thus, the search for alternative signature schemes that resist quantum attacks 
became an important goal. One promising solution is based on hash-based signatures. The only requirement is the 
existence of a specific hash function with certain properties.  

IOTA code already has an integrated quantum-resistant algorithm called the Winternitz one-time signature scheme. The 
Winternitz hash is known as a post-quantum signature because quantum attacks don’t significantly lower the security 
given by its hashes. If there was only one spending from an address, the potential attacker needs to do around 2,256 
tries (on average) in order to forge the signature, which is unfeasible. 

A quantum attack would be a game changer for the most blockchains. For example, a quantum computer could be 
around 17 billion times more efficient in Bitcoin mining than a regular one. Due to flexible design of TIC’s infrastructure, 
a Winternitz or similar security signature code could be added with relative ease. 

 
Conclusion 

In the next article named “ThingsChain (TIC) – Technology (Part II)”, I will delve more in-depth on TIC’s specific 
technological mechanisms (e.g. WebChain, NextChain, Cross-Communications, etc.) that were built on top of 
DAG/Tangle for significant improvement of speed throughput, scalability and security.  
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Trading cryptocurrencies carry a high level of risk, and may not be suitable for everyone. The high degree of volatility can work against you as well as for you. Before 
getting involved in cryptocurrency trading you should carefully consider your personal venture objectives, level of experience, and risk appetite. The possibility exists 
that you could sustain a loss of some or all of your initial deposit and therefore you should not place funds that you cannot afford to lose. You should be aware of all the 
risks associated with cryptocurrency trading, and seek advice from an independent financial advisor if you have any doubts. The information contained in this document 
does not constitute financial advice or a solicitation to buy or sell any cryptocurrency contract or securities of any type. Crypto Critic and all of their respective affiliates, 
directors, officers, and agents will not accept liability for any loss or damage, including without limitation any loss of profit, which may arise directly or indirectly from 
use of or reliance on such information. Although the author has made every effort to ensure that the information in this document was correct at press time, the 
author do not assume and hereby disclaim any liability to any party for any loss, damage, or disruption caused by errors or omissions, whether such errors or omissions 
result from negligence, accident, or any other cause. 
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