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Introduction

In my previousgwo articles:“ThingsChain (TIE€)nitial Outlook”(dated August 19, 2018nd “ThingsChain (TI€Team
Interviews (dated September 10, 2018)havewritten anoverview of ThingsChaiandinterviewed company founders

InPart | of this twepart article, | will concentrate oTIC’s technologipundation that it shares witlseveralother 10T
companiesin Part II, | will delve into Tipecific iventions(“*secret sauce). ThingsChairs strivingto be thede-facto
backbonebehindthe emerging m2nfmachineto-maching economy of thdoT (Internet ofThings.

Even thoughunderstandingcryptotechnology might seem daunting at firplease read or-it is not thatdifficult. Itried
to make surehat every conceptlescribedbelowmakes perfect sensand is easy to undersind

DAGand Tangle

Thearchitecturethat powers ThingsChain’s technolagges a vaation of two established conceptsDAG (Directed
Acyclic Graph) an@langle Tangle is ®AGdata structure thaholdsand confirmdransactionsn a predetermined way
which is perfect fothe crypto market

The first company tapplythe DAGstructure toa crypto tokenwasNXT Since then several companies (eBgteball
IOTAJOT ChaiandTIC) have adopted DAG and Tangte their crypto architectureEvery DAGaturestwo
properties:

1. Directed- each edgdline with arrow) has an origin and a destination:

2. Acyclic-there is no way to start at a vertéllue circleland end up at the same vertex by traversing edges

Each transaction is represented as a vertex in the graph. When araesattion joins the tangle, it chooses two
previous transactions tapprove adding two new edges to the graph. In the example above, trans&abtpproves
transactionsCandB. Transactionsepresentinformation like “Kathy gavedmmy 1,000TIC tokens.
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DAGaitilize topological orderingandare used to model situationgthereone element must come before anothdike
this one:

There are several componeritsevery DAG, such as:

Sources verticeswith no incomingedges (e.g. Underveg and Socks)
Sinks- verticeswith no outgoing edgeée.g.Shoes andBelt)

In-degree- the numberof incoming edgesf a node

Out-degree- the numberof outgoingedgesof a node

X X X X

Tangle i®ne ofthe most promisingrchitecturesfor 10T on blockchain today.

Transaction Rates & Latency

Not all transactions are evenly spread out across time in a Tasghae periods are “busier” than other§o model for
suchrandomnessa process calleBoisson Poins used Poisson Point sommorly utilizedto analyzehow customers
walk into a storeor howphone calls are made to a call centds can be seen from the chart belowgnsaction8andC
arrived almost simultaneously, while D arrived afigrause.

By modeling with thé>oisson Poinprocess, tangle can experience rearld scenarios of incoming IoT traffic and
measure realistic transaction rates and latencies

CumulativeWeights& Random Walk

In atangle the approval of transactions arandom(“unweighted”) fashionwould createsome*lazy”vertices Unlike
with aregular vertexjt would takea “lazy’ vertexmuch longetto approvethe adjacenttransactions

In order toremedythat issug acumulative weightsconcept was inventedihe cumulative weighis calculatedy
countinghow many approvers a transaction hasd addingoneto that sum. Both direct ard indirect approversre
added The importancef a transactiordepends on this cumulative weighthe flow isnore likely to walk towards a
heavy transaction than a light one.
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Forexamplein the chartbelow, transactiorA has a cumulative weigl{CW)of four, because it hathreetransactions
which approve itC,Bdirectlyand Dindirectly).

Utilizingjustthe cumulative weightsn their own would create a heavily bias¢dngle In orderto compensatdor that,
arandom walkmethod calledMCMC(Markov Chain Monte Canlas utilizedln a MarkovChain, each step does not
depend on the previousne but followspre-programmedrules. Thus,a combination otumulative weights MCMC
producesthe smoothest flonthroughout the tangle

TransactionApprovers

All transactiongn atangleare spawnedrom the very first transactioralled thegenesigransaction No additionalTIC
tokenswill be created. From thgenesisTIC tokensvere transferred to the accounts eabmpanystakeholders
Afterward, someof the tokenswere soldto othersand a trading network was eventually established.

Inasimple exampleshownbelow, Kathy must have enough TIC tokens in her account for the traoeéo be
approved, as negative balances are not allowed.

Whetherthe transactionaboveis valid omot becomes apparenvhen someone els@let’s call himDennig makes his
own payment To be surghat Kathystransactioncan beapproved the tangle would listll the transactionsipproved
directlyand indirectlyby Kathy’stransaction all the way back to thgenesisSuchalist would look like this

1. Genesis creas1,000,000T1C
2. Genesis gives Ald®,000TIC
3. Genesis givekathy500TIC
4. Genesis giveBvans,000TIC
5. Alan givesKathy500TIC

Dennis alsdas tokeeptrackof all other accounti the tangleto make suréhey do not go below zerdf any of the
balancesn the “before” or “after” sectionsare negative his transactionwould not go through
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Double-Send

Whatwould happenif Kathytries to sendmore tokensthan sheowns? In that case dmmy cannot approve both of
Alice’s trasactions, because they result in a negative balanc&dtry. If Immytriesthis, hewould bebreaking the
tangleprotocoland no one will approve his new transaction.

Thistype ofsituationis called aloublespendbecausekathy tried to sperd her moneytwice. Technicallyshe did not
break thetangleprotocol, because she had enough money for each individual transaktawever she didcreate
two branchesof the tanglethat cannd be reconciled.

In order to figure outvhichof the brancheswould getapprovel —the tangle relieson its cumulativeweighted walk
procesgseeCumulative Weights & Random WhalEventually one of the branches will grow heavier than the othsy
the lighter branchwill getabandoned. This alsoeansthat a transaction cannot be considered to be confirmed
immediately after it is issuegince it mighhavea branch thatould beabandoned. In order tobe surethat a
transaction is confirmedits confirmation confidencenust be high enough.

Confirmation Confidence& Consensus

Confirmation confidences a measure of a transaction’s levébaceptance by the rest of the tangleis calculatedas
follows:

1. Run theunapproved transactioselection algorithm 100 times
2. Count how many of thosapprovethe transactionin questionand call itX
3. The confirmation confidence ¢iie transaction in questiors now “X%’

In other words, the confidence of a transaction is the percentageapproved transactiosithat approve it. Not all
unapproved transactiomare considered equ@someare given more importanceOnceKathy's transaction reduees
somehigh confidence thresholfe.g.95%, it is very unlikely that it will be pushed out of tbensensusThe only way
for Kathyto double-spend is taverpower the whole tangle networy utilizingenormous computational resources
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Goordinator

Some othe tangleoperatorsfeature a concept calledoordinator(temporaryconsensus mechanigwEveryXminutes,
amilestonetransaction is issued, sl transactions approved by it are considered to have a confirmation confidence of
100%, immediately. Using the coordinatathy's second transactiowouldneverget approved This acts as a

protective mechanismuntil the network becomes100% decentralizedAt thatpoint, the coordinator could be shut off
andtanglewould evolveon its own.

Scalability

Instead of bulky blocks used as transaction containensast ofexisting blockchain designs, the DAG builds a graph of
transactions which reference older transactions and thus can confirm transactions immediatelyhelyeareé received
by a node instead of having to wait fibre next blockThat corresponddo veryfast @mnfirmation times of transactions
instead ofhaving to wait for transactions to be grouped into a block before being able to rely on theiostatdance
changes.

DAG confirms transactions quickly as long as the DAG node already knows about the sactivas approved by this
transaction.However, gnchronizing the state between nodes seems to be a major issue for existing DAG
implementations(e.g.IOTA currently relies on a single coordinator nade Byteballrelies on 12 witness nodgsTIC’s
techndogy attempts to remedy this issumy utilizing multilayer architectur§more on that in Part I1).

Without additional technologyit is harder fortypical DAGto synchronize than reguldnlockchain- since the blockchain
state is modified by every blogkhile the DAG state is modified by every transacti®ome experts actually claitnat
blockchain is no less scalable than a DAG due to this synchronizatiorOsseeagain, TIC'’s technology is wrapped
around regular DAG structure to synchronizen efficient manner. The company just claimed to reach 500 million (!)
TPS (Transactions Per Second) throughput with their technology during the latgstasst

Micropayments

With the increasing popularity and incredible growthnobst popularcoins(e.g. Bitoin and Ethereum)the number of
transactionshasincreased greatlywhichin turnincreased the transaction fee accepted by the miners to process
transactions. This has made the network useless when it comes to micropayfeeatsadditional layers, suels
bitcoin’s newlightning networkwould not be much help)

On the other handDAGrequires zero fees to perform transact®rEactDAGtransaction requires validating two
previous transactions in order to get performed. In order to validate the two ptesviransactions, the uservn

device performgproof ofwork based on a series of ladifficulty math problems. As each site does its own part of work
to get added to the network, no fee is required to be extracted from the validation fee.

TernaryConputers

All moderncomputers useabinary system#erosand ones}o represent dataHowever, hereis noparticularreason for
the basic unit of informatiomo be binary Itwas simpla historical choice because thie convention Computers can
actuallybe mae efficient if theyare basedon a different number systenMore efficient number systemvould be

basal onnumbere (2.718. Thusbase threglternary) computingis one ofthe most efficientwaysto store numbers in
memory, since it is closest to 2.718
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Ternary computers operate with three discrete states, but the digits themselves can be defineddifférent ways:

Unbalanced Trinary{0,1,2}

Fractional Unbalanced Trinar{ 0,1/2, 1}
Balanced Trinary{-1,0,1}
UnknownState Logie-{F, ?, T}

Trinary Coded Binary{T,F,T}

X X X X X

The most promisingonfiguration seems to be the balanced ternary withO, 1.Basically, the design ftine balanced
ternary logic relies on split rasa negative voltage, a posig voltageandground.Instead otits, the ternary computer
operates inrits.

The only commercially viable series of ternary computers (c&létdr) wasbuilt at the Moscow State Universiiy
1958.Setun’s developerssed a balanced ternary desigtlizing vacuum tubesHowever, there is renewed interested
in ternary computers with the increased popularity of I&Very bit of efficiency matters for loT storage and
communications, making ternary processors a perfechnologycandidate.

A few years agtOTAhas intiated a highly secretive ternatyardware initiativecalledJINN While still in development,
when completed it will allovoT devices to hash usitgrnary hardware Quantum computers are expected to be
exponentially faster thaboth binaryandternary computes. However, gantumsystems with any serious power are
still many years away. Thusits might bea greatintermediary step betweeibits and qubits, especially when utilized
specifially forloT.

Quantum Resistance

Digital signatres areused everywherén our modernsociety. They aratilizedto guarantee the authenticitand
integrity of all securecommunications The security gbopularcurrentRSA and ECD8Wyorithmsrelies on thedifficulty
solvingof certaintheoretic problems.

It was recently showed that quantum algorithm can be used to solve tieguiredproblems in polynomial time,
completely breaking RSA and ECDBWAs, he search for alternative signature schemes that registntumattacks
becamean important gal. One promisingolution is based on hadbased signatures. The onlgquirement is the
existence oh specifidhash function with certain properties.

IOTAcode alreadyhas an integrated quantusresistant algorithncalledthe Winternitzone-time signature scheme.The
Winternitz hash is known as a pegtiantum signature because quantum attacks don't significantly lower the security
given byits hasheslf there was only one spending from an address, the potential attacker needs to do around 2,256
tries (on average)n order to forge the signaturayhich is unfeasible

Aquantum attack would be a game chanderthe mostblockchainsFor examplea quantum computecould be
around 17 billion times more efficient in Bitcoin mining tharegularone. Due toflexible design oTIC’s infrastructure,
aWinternitzor similarsecuritysignaturecodecould be addedvith relative ease

Conclusion

In the next article namedThingsChain (TIE)Technology (Part)l, | will delve more indepth on TIC’s specific
technologicamechanisms (e.g. WebChain, NextChain, G8msamunications, etc.) that were built on top of
DAG/Tangle fosignificant improvement of speed throughput, scalabiatydsecurity.
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Trading cryptocurrenciesarrya high level of risk, and may not be suitable fergone. The high degree of volatility can work against you as well as for you. Before
getting involved in cryptocurrency trading you should carefully consider your personal ventutiees)jzvel of experiers and risk appetite. The possibility exists

that you could sustain a loss of some or all of your initial deposit and therefore you shouittedtiptls that you cannafford to lose. You should be aware of all the
risks associated with cryptocurrency trading, and seek advice from an indepéendeaial advisor if you have any doubts. The information contained in this document
does not constitute financial advice or a solicitation to buy or sell any cryptocurrency contrectigties of any typ€rypto Critic and all of their respective &fés,
directors, officersandagents will not accept liability for any loss or damage, including without limitation any losBtpfybich may arise dictly or indirectly from

use of or reliance on such informatigithough the authohasmade evey effort to ensure that the information in this document was correct at press time, the

author do not assume and hereby disclaim any liability to any party for any loss, damage, donlisauged by errors omassions, whether such errors or omissions
result from negligence, accident, or any other cause.
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